The nature of the Low power and lossy networks (LLNs) requires having efficient protocols capable of handling the resource constraints. LLNs consist of networks that connect different type of devices which has constraints resources such as energy, memory and battery life. Using the standard routing protocols such as Open Shortest Path First (OSPF) is inefficient for LLNs due to the constraints that LLNs need. So, IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL) was developed to accommodate these constraints. RPL is a distance vector protocol that used the object functions (OF) to define the best tree path. However, choosing a single metric for the OF found to be unable to accommodate applications requirements. In this paper, an enhanced (OF) is proposed namely; OFRRT-FUZZY relying on several metrics combined using Fuzzy Logic. In order to overcome the limitations of using a single metric, the proposed OFRRT-FUZZY considers node and link metrics. Namely, Received Signal Strength Indicator (RSSI), Remaining Energy (RE) and Throughput (TH). The proposed OFRRT-FUZZY is implemented under Cooja simulator and then results were compared with OF0, MHROF in order to find which OF provides more satisfactory results. And simulation results show that OFRRT-FUZZY outperformed OF0 and MHROF.
I. INTRODUCTION
The revolution of networks is changing rapidly, starting from Internet to smart phone until Internet of Things (IoT) glare. This revolution is driven by the capabilities of (IoT) to provide benefits for any system either that user or business [1] . This benefits to ease human life through allowing devices to make tasks instead of human [2] . IoT represents the future of computing and communications in several fields from wireless sensors to nanotechnology. IoT comes from the two words -Internet‖ and -Things‖ which means that IoT networks connect different things which forms a heterogonous system such as sensors, monitors and smart devices [3] [1] . These heterogonous devices can be able to collects data, make communication, computation and ultimate decision making [4] . There are many definitions for IoT, the best one is explained by [5] : -An open and comprehensive network of intelligent objects that have the capacity to auto-organize, share information, data and resources, reacting and acting in face of situations and changes in the environment‖ [1] . As a result, the rapid increase of number of things which are connected to the network while some of them have limited resources, needs more attention in order to handle all these constraints for LLNs.
One of the critical issues in IoT is the constraints for those devices that connected in LLNs [6] [7] . These constraints such as battery power which means it has limited life time, short transmission range, in addition to noisy environment arrangement in LLNs, needs particular protocol to handle the increasing of number of IoT devices and the constraints in order to provide a robust routing of data and efficiency [5] [7] [8] [9] . As a result, the Internet Engineering Task Force (IETF) developed a routing standardized protocol for 6LoWPAN networks which is called RPL [10] . RPL overcomes and handle all the constraint requirements that need for LLNs. Furthermore, It can adapt the variation of link and node metrics over time. Considering that LLNs nodes can have one or several parent which forms a route to the root. RPL is the main candidate for acting as the standard routing protocol for IPv6 based LLNs, like wireless sensor networks [11] . It has been proposed as a tree routing protocol by the roll working group. It is also an extensible and flexible single path protocol. Nevertheless, it only saves an optimal routing at a specific time. It chooses a parent node of the best parent nodes [12] . It uses an OF to find the best path. Moreover, the chosen metrics to define the best path aren't defined by the working group. RPL uses a set of constraints and metrics through specific OF for building a Destination Oriented Directed Acyclic Graph (DODAG). The OFs choose the best parent of nodes for building and optimizing the route. However, the standard OF suffer from several limitations which are attributed to the single metric usage. In order to solve the limitations of employing a single metric, a new OF based on combined metrics using Fuzzy Logic is proposed. This OF, considers the node and the link metrics, RSSI, RE and TH.
The second part of this study aims at discussing RPL routing protocol. The third part aims at reviewing the relevant works, whereas the fourth part aims at discussing the metrics. The fifth part sheds a light on the proposed OFRRT_FUZZY algorithm. The sixth part presents the outcomes of the II. RPL ROUTING PROTOCOL RPL was designed by ROLL working group from IETF to cover the limited resources that attached to the connected devices in LLNs called RPL [13] [14] . These limited resources, such as battery life, memory and connectivity to the Internet. The existing routing protocol such as OSPF unable to handle these limitations for these reasons RPL considered as a standard routing protocol for LLNs. RPL is an IPV6 distance vector routing protocol [15] that use the mechanism of Directed Acyclic Graphs (DAGs) [16] [17] to apply a tree structure between nodes. Hence each node could be having more than one parent each one could be a next hop in a path to reach a sink. The nodes organized as (DODAGs) [18] where the best parent are chosen based on the metrics. The information exchange between nodes by using the following ICMPv6 control messages [10] [19] . 
III. RELATED WORK
OF is considered as vital part of RPL. It determines major decisions such as parent selection and forwarding path. OF is a hot topic researchers in the field got interested to investigate in order to improve RPL performance. Moreover, fuzzy logic was chosen to be a major addition to OF in RPL.
In [20] Gaddour et al., designed a Fuzzy Logic OF which combined a set of metrics namely; Hop Count, End-to-End Delay, Node Energy and Link Quality. These were used as fuzzy parameters to configure a routing decision. The OF designed, took the application requirements in to consideration for the purpose of finding best path to destination. The evaluation was conducted using large-scale test bed in Contiki OS and Cooja Simulations showed that OF had registered a great improvement in the RPL-based LLNs compared to other used OF.
While [21] Kamgueu et al., proposed a fuzzy inference system for getting better performance than other used systems. They saw that routing systems usually tend to rely on network lifetime without referring to other network performance metrics. As a result, they combined expected transmission delay, count, and node's remaining power. Their Implementation was conducted on Contiki OS and simulations were performed on Cooja. Results showed the combined metrics OF registered significant improvements among one metric OF especially the ETX scenario.
In [22] Kamgueu et al., developed a new RPL OF which uses a fuzzy inference system for combining several metrics (i.e. the expected transmission delay, count, and node's remaining power). The assessment was conducted through using a real sensor network which was deployed in an indoor environment. The results showed that combined fuzzy OF performed better than ETX based routing on energy efficiency, packet loss ratio, routing stability, and end-to-end delay.
In [23] Lamaazi and Benamar, proposed a combined metrics based on fuzzy logic OF. It was designed with node and link metrics (i.e. hop count and energy consumption & expected transmission count). Their results showed that combined OF-Fuzzy outperformed OF based ETX and OF based energy consumption in terms of overhead and Packet Delivery Ratio (PDR). It was found that OF-Fuzzy participated in equalizing nodes' energy consumption through the network.
Another research conducted by [24] Aljarrah proposed a multi fuzzy logic model for OF for RPL (Ml-FL) consisting of three vital metrics: node-oriented metrics, channel-oriented metrics and link-oriented metrics for uncasing. The Ml-FL chose the best parent for uncast through nine individual metrics. Three other parameters were used to define each of the nine metrics to ensure effective parent node selection. To overcome fuzzy logic complexity, multiple fuzzy logic blocks were processed in parallel. Moreover, an enhanced-BMRF algorithm is proposed with the minimum of delay and duplicate packets. IEEE 802.15.4 standard was applied over OMNeT++ simulator for assessing the effectiveness of the proposed RPL. The outcomes reached through the proposed RPL are promising in terms of energy, end to end delay, hop count, packet delivery ratio and packet loss rate. www.ijacsa.thesai.org
In [25] Fabian et al., stated that amount of data represented by IoT is rapidly growing. While wireless sensors discompose a great challenge due to their diverge radio conditions, limited energy and computational capabilities. These were reasons for proposing fuzzy logic OF for dynamic adaptation of wireless network changing environment. Their results showed that fuzzy OF improved performance comparing to others in terms of throughput by 15% and 14% of (PDR) not mentioning energy consumption.
Another combined Fuzzy Logic OF was proposed by [11] Lamaazi and Benamar for overcoming the limitation of the standard OF which relies on single metric. The node and link metrics (i.e. Energy Consumption, Hop Count and Expected Transmission Count) were used in building the proposed OF-EC. Effectiveness of newly proposed OF-EC was shown through simulations compared to MRHOF, ENTOT, and OF-FUZZY. Major improvements were found in RPL performance in terms of PDR, convergence time, network lifetime, overhead, latency and energy consumption. It was found that OF-EC retained the efficiency of RPL totally independent from transmission rate & network topology. Furthermore, OF-EC performed better than other proposals in terms of energy consumption among all nodes through network.
In [5] Sankar and Srinivasan, proposed an energy aware fuzzy logic RPL called (FLEA-RPL). It took several routing metrics into consideration; expected transmission count (ETX), residual energy (RER), and load, for choosing the best route. Fuzzy logic was applied over selected metrics to choose best route for efficient data transmission through network. Experiments were conducted using COOJA simulator for assessing proposed FLEA-RPL. Then set of comparisons with other similar protocols: MRHOF (ETX) based RPL (MRHOF-RPL) and FL-RPL. Results showed 10-12% improvement in: network lifetime and 2-5% in packet delivery ratio for FLEA-RPL.
IV. CHOOSING METRICS
The metrics were chosen in order to get better performance measures. Using node metrics only cannot be able to accommodate the LLN constraints. As a result, combining link and node metrics is applied in this research paper. As previously stated, the proposed OFRRT-FUZZY considers the link and node metrics, namely, (RSSI), (RE) and (TH).
The major challenging requirements of RPL protocol are mobility support, reliable routing, energy-efficient routing and achieve higher throughput [24] . Usually sensors networks have several constraints; a critical one is that sensor nodes use batteries. Second, those sensors maybe deployed both unattended and in large numbers. That makes it difficult neither to change nor to recharge batteries in sensors. As a result, all processes, systems and communication protocols of sensor networks or sensors must take into consideration the minimizing power consumption. In addition, RSSI gives an indication of the power level that is received by the antenna. This means the higher RSSI level, the radio signal shall be stronger and thus, the destination shall be closer. (RSSI) can also be used as a measurement for wireless link quality [7] . Sriniv et al. [26] presents facts about RSSI in estimating link quality. RSSI is considered available during a packet reception with neither any impact on energy consumption, or additional hardware, nor throughput. In addition, this metric looks intuitive: stronger is the received signal, closer is the transmitter and weaker is the received signal, further is the transmitter. RSSI is employed in several standards for identifying the time on which the amount of radio energy in the channel is considered below a specific threshold at which point the node is clear to send.
Next section discusses the proposed OFRRT_FUZZY algorithm.
V. THE PROPOSED OFRRT-FUZZY ALGORITHM
The OFRRT_FUZZY was developed based on fuzzy logic to enhance the performance results of the standard OFs (OF0 AND MRHOF) and choose the optimal path to reach the destination. Standard OFs usually depend on using only a single metric. the single metric approach doesn't meet all the application requirements [27] [28] . Based on the node metric, OF0 is capable of providing a loosy quality of the link. While with MRHOF, the nodes shall provide a better link quality. However, it may be associated with a higher level of energy consumption. Due to these reasons, a combination of node and link metrics are proposed [23] . In particular, the proposed OFRRT-FUUZY uses fuzzy inference process(FIP), which is by definition -a process of mapping from a given input to an output, using the theory of fuzzy sets‖ [29] . Accordingly, the proposed method uses three input linguistic variables, namely, (RE), (TH) and (RSSI) to calculate a single output linguistic variable (Best path). The Mamdani-style FIP is applied to achieve this objective. It is one of the most commonly used fuzzy inference techniques. It includes four steps: crisp input fuzzification, rule evaluation, rule output aggregation, and defuzzification as shown in Fig. 2 the pseudo code of proposed Algorithm are discussed in Table I .
A. Fuzzification
In this step, crisp inputs, which are TH, RSSI and RE, are processed to determine the degree to which these inputs belong to each appropriate fuzzy set. Every linguistic variable has it is own Universe of Discourse (UOD), which determines its range of values. The value of a fuzzy set is provided based on the behavior of a linguistic variable. The fuzzy sets for the inputs and output are shown as follows: TH={LOW, MID, HIGH} RSSI={CONNECTED,TRANSITIONING,DISCONNECTED }
RE= {SMALL, AVERAGE, HIGH}
Each linguistic variable has it is own UOD that clarifies its boundaries. The membership functions of the input linguistic variables (TH, RSSI and RE) are presented in Fig. 3, Fig. 4 and Fig. 5 , respectively and the output linguistic variable (best path) are presented in Fig. 6 . For computational simplicity, linguistic variables are frequently represented by triangles or trapezoids. A trapezoid is used in the proposed OFRRT-FUZZY algorithm. The UOD for the TH input linguistic variable ranges from 0 to 1500 according to Maximum Transmission Unit (MTU). On the other side, the UOD for the
B. Fuzzy Rule Evaluation
In this phase, the fuzzified inputs are applied to the rules based on knowledge, which is created by domain experts. In general, when the number of inputs increases in fuzzy logic, the complexity of rule application also increases. To solve this problem, multiple input single output is used [31] . To obtain a satisfactory rule base in fuzzy logic, rules should generally exhibit the following properties. First, rules should be complete, which indicates that rules must cover all system behavior. Second, rules should be consistent, which indicates that all rules must be logically valid. Each rule consists of two parts, the antecedent part of fuzzy rules, which is represented by -if‖ body rule, and consequent part (output). The antecedent part includes the input variables. Thus, the fuzzified inputs, together with their membership degrees, are applied to the first part to obtain the degree of membership in the consequent part. Some of rules are presented in Table II . (IJACSA) International Journal of Advanced Computer Science and Applications, Vol. 10, No. 8, 2019 188 | P a g e www.ijacsa.thesai.org To obtain a good degree of output, the minimum operation will be adopted because the operation applied between the linguistic inputs is the -AND‖ operation for all the rules.
C. Rule Output Aggregation
Previously, a degree of membership is assigned to each consequent rule, and thus, combining all the outputs membership values from all the rules into a single fuzzy set is required. This process combines the inputs list of membership values with the single output fuzzy set for each output variable.
D. Defuzzification
The final step in FIP is to select a defuzzification method. The input for this step is the output from the previous step, which is a fuzzy set for every output linguistic variable, whereas the output from this step is a crisp value for each output linguistic variable. The defuzzfication method derives the crisp value to numerical value which is representing the fuzzy value of the linguistic output variable. In the OFRRT-FUZZY proposed algorithm, the center of gravity (COG) is selected to find the numerical value of output. COG is the most popular approach because it finds the point at which a vertical line will divide the aggregate set into two masses that are equal [29] . COG is expressed in the following formula [29] :
where, µA(S) refers to the membership function of elements Si in sub-set A and S represent the degrees of membership.
Next section illustrate the performance evaluation of OFRRT_FUZZY
VI. PERFORMANCE EVALUATION

A. Simulation Setting
A set of simulation experiments were designed for examining the performance level of the proposed OFRRT-FUZZY in RPL protocol for IoT and compare it with the existing OFs such as OF0 and MRHOF. This simulation is carried out by COOJA simulation under Contiki OS. Contiki OS is an open source emulator that was designed for the IoT technology. Table III present the values for all parameters employed through the simulation experiments. 
B. Chosen Performance Metrics
For evaluating the RPL performance level, the metrics must be chosen accurately to show the pros and cons of each RPL OFs. Therefore, the four metrics listed below were selected to evaluate The OFRRT_FUUZY, OF0 and MRHOF.
1) Average latency: It refers to the average time a transmitted packet consumes from sender node to sink node. The following equation can be used for calculating it:
2) Packet delivery ratio (PDR): It refers to the ratio of nodes' number of received and sent packets. The following equation can be used for calculating it:
(3)
3) Energy consumption (mJ):
Energy anode requires to exchanges data through the network between nodes. The following equation can be used for calculating it.
4) Control traffic overhead:
Represents the total number of control messages DIO, DAO &DIS used by ICMPv6, it is calculated based on the following equation.
C. Results and Discussion 1) Average latency: The first evaluation metric for this study is to exam the impact of average latency for OFRRT-FUZZY, OF0 and MRHOF with different size of network. Fig. 7 illustrates the measurement of average latency for each network size with different OF (OFRRY-FUZZY, OF0 and MRHOF). The result shows that the OFRRT-FUZZY has lower average latency as compare to OF0 and MRHOF for each network size and MRHOF has higher average latency. In MRHOF case Select path from sender to sink based on ETX www.ijacsa.thesai.org may get long time thus increase average latency. In case of OF0 select path from sender to sink based on number of hops will not decrease latency too much because some of nodes may get congested. In case of OFRRT-Fuzzy Select path from sender to sink based on combination of three matrices using fuzzy logic, less control traffic messages generated thus leads to less average latency.
2) Packet Delivery Ratio (PDR): Here the impact of PDR is exam for OFRRT-fuzzy, OF0 and MRHOF to observe the network reliability. The network size is varying. Fig. 8 Illustrates measure the PDR for each network size of each OF (OFRRT-Fuzzy, OF0 and MRHOF).
The result shows that OFRRT-Fuzzy has higher PDR as compare to OF0 and MRHOF for each network size and OF0 has low PDR. In OFRRT-Fuzzy allows for less packets loss due to use more than one metrics for selecting best path and this lead to higher PDR, MRHOF has more packet loss compare to OFRRT-Fuzzy due to continues calculation of best path. OF0 has the lower PDR, because it is produce more packets loss due to congestion that might occurs in the sender specially the senders that far from sink. 
3) Energy Consumption (mJ):
Here the impact of average power consumption is exam for OFRRT-FUZZY, OF0 and MRHOF. The network size is varying. The average power consumption calculating by considering the average power consumption used in each node for each network size of every OF (OFRRT-Fuzzy, OF0 and MRHOF). Fig. 9 illustrates average power consumption for OFRRT-Fuzzy, OF0 and MRHOF of different network size, the result shows that the OFRRT-Fuzzy has lower average power consumption as compare to OF0 and MRHOF for each network size and MRHOF has higher average power consumption and with each network size and it is almost same as OF0. In OFRRT-Fuzzy allows less control message due using of combination metrics to select path from sender to skin therefore less CPU_ Power used relating to the node processing. HRHOF has higher average power consumption because the ETX calculation needed more process than hop and this lead to more average power consumption.
4) Control traffic overhead:
In this section exam the impact of control traffic overhead for OFRRT-fuzzy, OF0 and MRHOF with different network size. The control traffic overhead is calculating by the sum of DIO, DIS and DAO for each network size of every OF (OFRRT-Fuzzy,OF0 and MRHOF). Fig. 10 illustrates control traffic overhead for OFRRT-Fuzzy, OF0 and MRHOF of different network size, the result shows that OFRRT-Fuzzy has lower control traffic overhead as compare to OF0 and MRHOF for each network size and MRHOF has higher control traffic overhead. RPL produce more control traffic messages during DODAG set up, Once DODAG is constructed, less ICMPv6 are produce. In OFRRT-Fuzzy Calculating combination of three metrics using fuzzy logic for select path from sender to skin needs less control messages as compared to MRHOF and OF0 because DODAG are constructed faster. MRHOF needs more control messages to complete DODAG constructed as compare to OF-FUZZY and OF0. 
VII. CONCLUSION
LLNs require certain type of protocols to work with. That is due to the fact of resource constraints. Mainly LLNs includes various types of devices which has different constraints as they are functioning. Standard routing protocol does not meet such needs. That is exactly why RPL was introduced. It is a distance vector protocol that finds the best path through OF. Many researchers are referred to in the related work section considered setting an OF with a single metric, that is either node or link. This paper proposed an OFRRT-FUZZY based on fuzzy logic which combines both link and nodes metrics namely; RE, RSSI and TH. The fuzzy logic method -which relies on a fuzzy membership which determines a set of rules for the combination-was adopted. Set of simulation experiments were conducted on Cooja and the results showed that OFRRT-fuzzy provide more satisfactory performance than OF0 and MHROF in terms of latency, PDR, overhead & Power consumption.
